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The Cooper Hewitt Smithsonian Design Museum was an exemplar of privacy and
security in the Museum Horizon Report for its inventive method of connecting its audience with
the museum without obtaining any personal information through its use of the Pen tool.
Although this is a strong and innovative example of how a cultural heritage institution may do
this thee Cooper Hewitt fails to guarantee the same level of privacy to its members.

In the above photo the Cooper Hewitt details the benefits of membership with the museum,
the rates of some memberships, and more; yet the institution fails to guarantee to its patrons
that the information collected in the sign-up process is private and secure. Although this
appears discouraging at first the Cooper Hewitt does provide an all-encompassing privacy policy
within the footer (image below) of their website that can be accessed regardless of the page
their patron is viewing.

The Smithsonian’s privacy policy covers all of its bases well and explains to its patrons exactly
what type of information is being collected such as IP address, web client, time of day when the
site is visited and more. In regard to personal information such as name, address, date of birth,
etc. the Smithsonian makes it clear that they do not sell this information to any outsides
sources, that certain information dealing with the processing of credit and debit cards is

distributed on a need to know basis, and that personal information, if shared, will only be done
so with select members and that members will be notified each time it is done so.

Furthermore, the Smithsonian expressly states that it provides its members with the
opportunity to opt-out of any and all information sharing processes (except that of payment
processing as understood by the policy) at any point in time. The Smithsonian also takes time to
explain how the institution uses cookies, interacts with individuals under the age of 13, and
takes appropriate steps to encrypt financial information from web purchases. Lastly, the
Smithsonian reminds its members and patrons that the Cooper Hewitt is not a stand-alone
museum but operates under the umbrella of the Smithsonian Institute and is therefore
managed as a piece of a whole rather than an independent entity.
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